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Housekeeping Tips

• Today’s Webinar is scheduled for 1 hour

• The session will include a webcast and then your questions will be answered live at the end of the presentation

• All dial-in participants will be muted to enable the speakers to present without interruption 

• Questions can be submitted to “All Panelists" via the Q&A option and we will respond at the end of the presentation 

• The webinar is being recorded and will be available on our Success Portal - where you can download the slide deck for 
the presentation. The link to the recording will be emailed as well. 

• Please take time to complete the post-webinar survey and provide your feedback and suggestions for upcoming topics. 

https://success.informatica.com/explore/tt-webinars.html
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Feature Rich Success Portal 

Product Learning 
Paths and Weekly 
Expert Sessions

Bootstrap trial and 
POC Customers

Informatica
Concierge

Enriched  Customer 
Onboarding 
experience  

Tailored training and 
content 

recommendations 
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More Information

Success Portal Communities & Support Documentation University

https://success.informatica.com https://network.informatica.com https://docs.informatica.com https://www.informatica.com/in/s
ervices-and-training/informatica-

university.html
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The information being provided today is for informational purposes only. The 

development, release, and timing of any Informatica product or functionality 

described today remain at the sole discretion of Informatica and should not be 

relied upon in making a purchasing decision.

Statements made today are based on currently available information, which is 

subject to change. Such statements should not be relied upon as a 

representation, warranty or commitment to deliver specific products or 

functionality in the future.

Safe Harbor
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Amrish Thakkar

Sr. Director, Product Management

Cloud Data Governance and Catalog
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Features in CDGC 2025.11.S

➢Usage Analytics and Reporting

➢DQ Remediation

➢Workflow improvements

➢Scanner Change Policy Update

➢Functional and Usability updates

➢Connection Assignment enhancements

➢Additional Public API & public API 

enhancements

➢Performance, Scale and Reliability

➢Discovery & Profiling updates

➢Scanner Additions and 

enhancements
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Usage Statistics and Reporting
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Usage Analytics

• Insights on User activities : track User logins & Unique 
Logins. Track User Activities for effective Catalog & 
Governance adoption.

• Enable Governance Stakeholders/CDO office to assess 
trends and outcomes over different time periods 
across various dimensions (catalog source/asset 
type/role etc.) to review curations & user collaboration.

• Insights on Asset creation/Usage/Collaboration.

• Track Catalog & Governance Adoption through curation 
metrics.

Key benefits



© Informatica. Proprietary and Confidential. 10

Key Metrics

Data Asset Metrics User Metrics

• Total Assets (Catalog 
Sources/Classifications/DQ 
Rules etc.)

• Asset Growth

• Assets with & without 
Relationship, Lineage, Glossary, 
Stakeholders.

• Asset Curation Trend based on 
Curation Type

• Assets with recommendation –
Classification/Glossary 
Association.

• Sensitivity Trends (assets 
associated).

• Asset Lifecycle (Total assets)

• Data Observability Trends

• Execution & Scheduled Jobs 
Trend, Avg Time Duration

• Tickets Trend/ Avg Closure Time.

• Catalog Source Syn job trend.

• Total Logins/ Unique User Logins

• User Activity 
(Curation/Collaboration/Export/I
mport/Certifications).

• Total Number of Assets Catalog 
Sources/Classifications/DQ 
Rules etc.



© Informatica. Proprietary and Confidential. 11

Key Capabilities

Unified Dashboard Experience Filtering Provisioning & Access

• User Adoption & Data Asset 
metrics represented as 
dashboards.

• Daily/weekly/monthly/yearly 
view with option of custom 
range.

• Global Filtering: Filtering based 
Time Range to view metrics on 
time series 

• Widget Filtering: filtering at 
widget level like asset type, 
business asset , technical asset, 
curation type, collaboration type.

• Administrators can enable 
collection of metrics from MCC 
based on Manage Usage Metrics 
Privilege. ( Manage Usage 
Analytics Privilege Required)

• Capability to control access to 
metrics via privilege & 
administrator control.

• View & Download of metrics 
driven by privilege. (View & 
Download Privilege)

Export

• Export of metrics in PNG from UI. Dashboard Management

• Capability to share/edit clone 
dashboards to build customize 
views.

• Capability to edit/add/hide/clone 
widgets to save specific views 
based on widget filters.
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Data Asset & User Adoption Dashboard
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Workflow Improvements
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Support for Parallel Gateway

• Helps to have multiple Workflow tasks to be active and achieve parallel execution.

• Parallel gateway and Terminal end event component available in workflow canvas.
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Task Management

• User with privilege – “Manage Workflow Tasks” can view all the active tasks in an 
organization

• Filter based on the Task owner of the Task

• Tasks can be assigned or re-assigned to a Stakeholder user
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Other enhancements

• Ability to edit Published workflows. Workflows which are Published and are used in Workflow 
events can be edited.

• Auto start of Workflows on submitting a ticket. Logical start task to start the process is not 
required and workflow goes to the first user task.

• Dynamic stakeholder management. Changes to asset stakeholder will be reflected in 
Workflow tasks and tickets, so the updated stakeholders can participate in Workflows

• Relaxed Administrator service permissions required for roles to be used in Workflows. Read 
permission on Roles, User Groups and Users is not required in Administrator service.
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Scanner Change Policy Update
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New Scanner Change Policy - Deprecate

A new Metadata Change Option called “Deprecate” has been introduced in MCC Catalog Source Configuration.

When selected, the lifecycle of objects imported into the catalog moves to obsolete based on:

• Objects deleted from the source system.

• Changes made to the metadata extraction filter.

Obsolete assets are only visible to only governance administrator by default. Access to this can be controlled with Metadata 
Access Control. Enrichments remain intact: Any enrichments or relationships added to deprecated objects are not impacted.

This feature prevents accidental deletion of assets and loss of enrichments caused by:
• Source system network failures leading to incomplete or partial metadata return.
• Loss of permissions for the connection user configured for catalog sources, resulting in partial metadata retrieval.
• User error or accidental filter changes

Additional option to Purge Obsolete Assets : 

Obsolete objects remain in the catalog until purged using the Purge Obsolete Objects option on the MCC Explore page.
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New Scanner Change Policy - Deprecate

Benefits :

• Protects against accidental asset deletion due to 
temporary connectivity or permission issues or 
user mistakes.

• Keeps catalog assets aligned with source system 
changes while maintaining historical context until 
purge.

• Ensures that added enrichments and 
relationships remain intact even when objects are 
deprecated.

• Governance administrators can manage access 
to obsolete objects using Metadata Access 
Control.

• Excludes obsolete objects from resource 
intensive processes like data profiling, 
relationship discovery etc.



20

Functional and Usability Improvements
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Metadata Change Notification
Metadata Changes in all OOB and Custom Catalog Sources triggering Notifications

• Structure alterations occurring at the Catalog Source trigger notifications to the stakeholder 
of the catalog source.

• Any metadata attributes modifications, such as renaming assets or updating descriptions or 
any datatype changes trigger a notification to the stakeholder of the catalog source.

• A single notification per metadata scan job summarizing all the changes.

• Notifications include an audit history link of the catalog source with a few filters pre-applied 
for relevant changes view.
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Browse Layout Customization
Admins can customize Browse page views for all users or specific user groups/roles

Layout & Tab Settings 

• Similar layout customization options as other asset pages in MCC.

• Selecting users/user groups/roles as the recipients of the custom layout during creation.

• Ability to show/hide tabs and attributes under each tab on the browse page.

User Personalization 

• Users can create their preferred layouts by 
making changes only to the default layout.

• A Custom Layout button appears on the page
to switch between preferred and custom layouts.
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Increased Classification Sensitivity Levels New Custom Attribute Type: URL Field

Other Customization Improvements

• 10 levels of sensitivity available for emerging 
Use Cases

• New iconography to accommodate this

• Fixed Level: Number appears everywhere

• Label is configurable

• Separate URL links from Rich Text Fields

• Make links to supporting documentation more 
prominent / easier to access
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New Technical AI Model for Google Vertex AI System

AI Governance

• New scanner for Google Vertex

• Uses same technical model introduced for 
Databricks AI Models in July 25 release

• Uses the same promotion process to the AI 
Model business asset

• New Relationship AI System x AI System

• Can be used to show how multiple agents are 
combined to deliver new business capabilities
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Export and Bulk import enhancements

Relationship Export of Business and Technical Assets

• Users can extract relationships between business and technical assets in the relationship export.

• Users can also create new relationships between selected business and technical assets from the 
relationship bulk import template.

New Relationship Addition AI System x AI System

• Relationship Import Template supports association of two AI systems and the relationship is 
customizable.

Real-time Bulk Import Ingestion

• Faster bulk import process for smaller set of assets providing near real-time ingestion experience.

URL type Custom Attribute Support added to Import/Export

• Users can add URL or both Label and URL to the custom attribute when added to an asset from bulk 
import templates and same will be extracted in the export files.
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QuickLook Enhancements

• Added Metadata Discovery Support for 
all OOB and custom asset types 
to Quicklook.

• Introduced a new filter 'Added to 
Marketplace' to retrieve assets 
published to Marketplace.

• Related Data Collections are displayed 
in Quicklook to provide visibility to 
associated marketplace objects. 
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Glossary Association Sync
Auto update of description on technical asset from associated business term

• If the user updates the business term's/metric's description and the user has used 
these attributes for the column, changes will reflect on the columns as well. If there 
are multiple associations, then it will reflect on all the associations.

• Description update are part of reverse sync job and update is expected to happen 
within few min/hours based on number of assets.
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Discovery and Classification PAM

Classification and Glossary Association has been enabled for the following sources:

• Greenplum

• SAP Datasphere

• Workday

• Qliksense Cloud & On prem – Extended for “Field” asset type.
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Connection Assignment – Modify Assignments

The Connection Assignment process within MCC Lineage has 
been improved. Users no longer need to perform the “Unassign 
Connection” step to modify endpoints. Instead, you can now:

• Modify Assigned Connection Endpoints directly.

• Add or Remove Assigned Connection Endpoints without 
disrupting existing lineage configurations.

Benefits : 

• Eliminates the extra step of unassigning connections, 
reducing complexity and saving time.

• Improves Usability - Ensures lineage remains accurate and 
up-to-date with minimal manual intervention.

• Direct modification minimizes the chances of accidental 
lineage breaks caused by unnecessary unassign/reassign 
actions.
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Connection Assignment Matched Unmatched Report

A new reporting capability has been added to Connection Assignment 
in MCC Lineage. Users can now export a detailed report of assigned 
connections, including matched and unmatched outcomes. This 
report provides visibility into the connection assignment process and 
helps identify any partial or incorrect assignments.

• Export a comprehensive report of all assigned connections.
• View details of matched and unmatched endpoints.
• Quickly identify gaps or incorrect mappings for corrective action.

Benefits : 

• Improves transparency by providing users full visibility into 
connection assignment results.

• Helps rectify partial or incorrect assignments.

• Simplifies troubleshooting and ensures accurate lineage.

• Provides a clear record of connection assignments for governance 
and validation.
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Public API – Catalog Source Management API

This API allows CREATE, READ, UPDATE and DELETE operations through public API on Catalog Source configurations. 

• Create: Define and register new catalog sources.

• Read: Retrieve details of existing catalog sources.

• Update: Modify configurations or capabilities of catalog sources.

• You can modify catalog sources configurations such as descriptions, connections, enable or disable capabilities, 
change filters, modify schedules etc.

• Delete: Remove catalog sources that are no longer needed.

Endpoints : 

GET, POST, PUT, DELETE /data360/v1/catalogsources

Benefits

• Allows automation use cases for operations on Catalog Source configurations through public API

• Allows seamless integration with external or inhouse applications. 

• Allows dynamic configuration and execution of scans based on business needs.

• Ideal for large-scale metadata onboarding, migration, or governance initiatives.
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Public API – Enhancements

In CDGC Content Management public API – currently only data set to data element relationship is supported.  

Starting 2025.11 release : New segment “relationship” is added to existing Content Management APIs to allow relationship 
creations between assets. 

Endpoint (Existing): 

/data360/content/v1/assets/{{asset id}}

New Segment : “relationship“ 

Allowed operations : add, replace, remove

Benefits

• Improves usability of Public APIs 

• Create multiple relationships in single API call.

• Create asset relationships in same call as asset create or asset update.

• Simplifies API usage by eliminating multiple endpoint calls for relationship management.
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Performance, Scale & Reliability improvements

• Real-Time & Bulk Ingestion Fault Tolerance

• Jobs will automatically retry from checkpoints in case of infrastructure failures.

• This reduces burden on user to rerun jobs from beginning. Thus, reduces IPU consumption.

• Realtime Bulk Ingestion performance improvements

• Bulk Import/Export with smaller UI payloads will run up to significantly faster.

• Purge Hardening

• Reliable purge of catalog sources with self-healing for index errors.

• Automatically cleans up stale assets and relationships post-purge.

• Ensures catalog integrity and reduces manual cleanup effort.
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Scanner updates
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New Scanners

• Fivetran

• Denodo

• Swagger API

• Oracle SQL* Loader

• Strategy Cloud (formerly called MicroStrategy Cloud)

• Google Vertex AI

• SAP Sales Service Cloud Preview (known as SAP C4C)

• Workday (promoted to GA)

• Informatica Developer (promoted to GA)
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Scanners enhancements

• Informatica Developer

• Introduced support for Applications

• Enhanced filtering capability for scanning scope definition in MCC

• Informatica IICS

• Dynamic Mapping Task support in Auto Cataloging mode

• Enhanced Workday connector support

• Enhanced support for Hierarchy Instances in MDM SaaS

• Salesforce

• Salesforce Object Query Language parser (utilized by ADF scanner)

• Tableau

• Support for “Measure Names”

• Additional source connectors support: Databricks Unity Catalog, SAP BW, SAP BW4/HANA, SAP 
HANA
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Scanners enhancements

• SAP Datasphere

• Introduced support for CLI mode extraction, enabling wider metadata coverage

• Additional source connectors support: Oracle, SAP BW, SAP BW/4HANA, SAP S/4HANA, SAP ECC

• SAP BODS

• Additional source connectors support: SAP BW, SAP BW/4HANA, SAP HANA, SAP ECC

• Microsoft Azure Data Factory / Synapse Analytics

• Support for Salesforce Object Query Language triggered from withing ADF activities

• Additional source connectors support: SAP HANA, Salesforce

• Microsoft PowerBI

• Additional source connectors support: SAP BW, SAP BW/4HANA, SAP HANA

• Support for PostgreSQL ODBC source in PowerQuery
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Scanners enhancements

• Incremental scan for additional sources:

• Microsoft SharePoint

• Google Cloud Storage

• Google BigQuery

• Databricks Unity Catalog

• Other

• Enabled “connection aware” scan in Talend

• Enhanced XML/JSON partition detection in Lake Scanners

• Support IAM Roles Anywhere authentication in AWS Glue
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DQ Remediation and Exception Management
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Key Benefits

Data Quality (DQ) Remediation capability in CDGC enhances transparency, accountability, and 
efficiency in addressing data quality issues. It streamlines and ensures quicker resolution 
through automated tracking and better visibility into invalid data.

• The system captures all exception or invalid records during DQ Rule execution, enabling 
stakeholders to review the complete set of failed data for targeted remediation.

• With the preview limit extended to 1,000 invalid records, data stewards can perform deeper 
analysis, identify root causes, and validate corrections more effectively before re-runs.

• When a DQ score falls below the defined threshold, a DQ Failure Ticket is automatically 
created, minimizing manual intervention and ensuring that quality issues are promptly logged 
for resolution.

• Each DQ Failure Ticket and associated task includes the file path of invalid records, giving 
remediation teams direct access to the exact data needing correction and improving 
turnaround time for issue closure.
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Current Process

Define Business 
Term

Create DQ Rule 
Templates and 
associate with 

Rule Spec

Auto DQRO’s are 
created and DQ 

Scores are 
measured

To know all the 
invalid records, 
Create a CDQ 

Mapping with the 
Rule Spec

If Score is below 
Threshold, Create 
DQ Failure Tickets

Provide all this 
information for 
the user who is 

fixing issues

Automated Process Manual Process
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With DQ Remediation in November release

Define Business 
Term

Create DQ Rule 
Templates and 
associate with 

Rule Spec

Auto DQRO’s are 
created and DQ 

scores are 
measured

Creates a file 
with all the 

invalid records 
for each run

If score is below 
threshold, create 
DQ failure tickets

Task is assigned 
to respective 

stakeholder to 
remediate

Keep track of the 
remediation 

progress until DQ 
score is 

acceptable

Automated Process Manual Process
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Configuration in Scanner – Data Quality

• Enabling Data Quality is mandatory for DQ Remediation
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Backend execution – Data Quality

• During DQRO execution, write to file all the failed rows which is part of the DQ check - [csv file] 
using the flat file connection configured in scanner –> DQ Remediation

Sample source
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Details in DQRO – Asset Page

• Each DQ Score run will have an invalid records file created. Users can get the file path and file name 
where we display the score.

• Preview and download will be increased to 1,000 rows. For all rows, users can access file from the 
location.
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Information in Table and Column level

• Where RO’s are listed with latest score, invalid records file and Ticket name if present will be 
listed. 
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Ticket and Task Inbox

• User assigned with the Task will be able to see the score change and invalid file.
• If the Task is not completed and there is next execution with score, existing  Ticket will be 

appended with new score and file information.



48

Cloud Data Quality, Profiling and Data 
Observability
Ricardo Sobral – Product Management
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Cloud Data Quality & Profiling
What’s New in Nov 2025?

Data Quality

❑ Data Quality Rule Specification exposed as a managed REST 
Endpoint for Real Time checks (GA)

❑ Support to expose mapplets

❑ Public dictionary APIs for content and CREATE/DELETE via 
Headless API Center

❑ Reference 360 Data available for CDQ assets

❑ Data Observability 

❑ Observability Filter in Metadata Command Center 
configuration  

❑ Update Verifier binaries to 6.7.1 (latest version)

❑ Support Data Quality asset names up to 125 characters 

Cloud Catalog and Governance Profiling

❑ Data Quality Profiling for Datasets

❑ Column statistics

❑ What-if Scenarios: Data Quality Asset Profiling

❑ Time Series

❑ Compare Profile Runs

❑ New source: SAP Success Factors
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Profiling
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Feature Highlights

Benefits

Data Quality Profiling in Governance & Catalog
Phase 1 – Nov 2025

• Unified profiling service: Combining 
two services into one streamlined 
solution

• Advanced profiling capabilities in one 
place: drill down, rule profiling, time-
series, data quality insights for the 
business user

• Simplification of user experience

• Leverage semantic enrichment to 
contextualize the results: glossaries, 
domains, stakeholders
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Integration of Data Profiling in IDMC 

Data Quality Profiling Profiling in Catalog (via MCC)

Use case Focus on deep analysis to access accuracy, consistency and 
completeness 

Fast analysis, supporting data classification to organize 
objects

Features Column profiling 
Value Frequency Analysis 
Rule Profiling (what if scenarios) 
Drill down on frequent values, data types, patterns (100 rows)
Public APIS CRUD + Execution + All profiling results 
Time Series
Filters on Data 
Compare Profiling Runs 
Compare Columns
Source mapplets / joined tables
Queries
Insights

Column profiling
Value Frequency Analysis
Rule Occurrences (only score)
Drill down on invalid rows (via Rule Occurrences - 100 rows)
API to retrieve scores from Rule Occurrences
Data Observability
Data Classification
Relationship discovery

Volume 100’s to 1.000s 100,000’s to millions

User flow 1. Data Profiling-> Connection (no catalog source required) 1. Metadata Command Center-> Catalog Source
2. CDGC-> Data Set
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Integration of Data Profiling in IDMC 

Data Quality Profiling (NOW IN CDGC) Profiling in Catalog (via MCC)

Use case Focus on deep analysis to access accuracy, consistency and 
completeness 

Fast analysis, supporting data classification to organize 
objects

Features Column profiling √
Value Frequency Analysis √
Rule Profiling (what if scenarios) √
Drill down on frequent values, data types, patterns (100 rows)
Public APIS CRUD + Execution + All profiling results 
Time Series √
Filters on Data √
Compare Profiling Runs √
Compare Columns
Source mapplets / joined tables
Queries
Insights

Column profiling
Value Frequency Analysis
Rule Occurrences (only score)
Drill down on invalid rows (via Rule Occurrences - 100 rows)
API to retrieve scores from Rule Occurrences
Data Observability
Data Classification
Relationship discovery

Volume 100’s to 1.000s 100,000’s to millions

User flow 1. Data Profiling-> Connection (no catalog source required) 1. Metadata Command Center-> Catalog Source
2. CDGC-> Data Set

√ Available by Nov 2025 in CDGC 
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Cloud Data Quality
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Data Quality Rules exposed as API
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Key Highlights

Real Time Data Quality Rules (GA)

• Data quality rules for embedding in any 
application or ecosystem​

• Surface data quality rule and mapplets as 
REST end point

• Data quality services for application 
orchestration and point-of-entry scenarios

• Governed by API Center gateway

• Facilitate scaling outside of Informatica run-
times​

• Low-latency, low-volume alternative to a data
quality mapping

• REST APIs enable easy integration with other 
applications and systems

Benefits

010110101

110011011

{REST:API}

Publish End 
Point

Select Rule
Consume in 

Real-time
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Enable rule or mapplet for API in Explorer

Real Time Data Quality Rules
User Flow

1

This step will get 
the Rule Spe or 
mapplet ready. 
This may take 

minutes 
depending on the 

complexity of 
object.
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Give a name for the API

Real Time Data Quality Rules
User Flow

2
This is the name 

of the API that will 
be exposed as 
part of the API 
endpoint. One 
Rule Spec or 
mapplet  may 
have multiple 
deployment 

versions. 

In future user may 
delete older 

deployments
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Create API in API Center    

Real Time Data Quality Rules
User Flow

3

Choose IDMC 
Service – Data 

Quality
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Publish the API

Real Time Data Quality Rules
User Flow

4 Authentication 
must be 

“Session id”

Save and 
Publish it
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Create a Managed API

Real Time Data Quality Rules
User Flow

5

Add the URL 
context and 

Save it
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Activate the Managed API

Real Time Data Quality Rules
User Flow

7

This is the public 
URL endpoint
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Test the Managed API

Real Time Data Quality Rules
User Flow

8 You need to 
inform the 
session id
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Features Future enhancements Recommendations

Real Time Data Quality Rules

• Available in AWS, Azure, GCP 
pods

• Authentication based on 
standard platform authentication 
method based of session id

• Rule is loaded in runtime server 
on the first call and evicted after 
15 minutes

• One API call can support multiple 
records (up to 200)

• Metering based on # of records

• Support for parser and cleanse

• No ability to manage or purge a 
deployed rule that was enabled 
for API

• A rule or mapplet may be deleted, 
and the deployment will continue 
to exist

• Not designed to embedded in batch 
processes
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Public dictionary APIs for content and metadata 
via Headless API-Center
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Public dictionary APIs for content and metadata

• Use Case/User Statements

• Users need to perform frequent 
updates to dictionary content.

• The current User Interface introduces 
delays, slowing down the update 
process.

Solution

• Create and Delete Dictionaries via API

• Create and update content of 
dictionaries via API

• Benefits

• Automation of dictionary updates via a 
CDI mapping or external program  

Via Headless API-Center

{REST:API}

Append Data
Create/Delete

Dictionary
Replace DataClear Data
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Public dictionary APIs
Metadata Operations

URL: https://<POD>.us.informaticacloud.com/quality/public/v2/dictionaries/

https://use4-dqcloud-api-dm-us.informaticacloud.com/saas/quality/public/v2/dictionaries/
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Public dictionary APIs
Content Operations

URL: https://<POD>.us.informaticacloud.com/quality/public/v2/dictionaries/

https://use4-dqcloud-api-dm-us.informaticacloud.com/saas/quality/public/v2/dictionaries/
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Reference 360 Data available for Data Quality  
assets
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Feature Highlights

October 2025: Reference 360 with CDQ

• Expose highly curated reference data into 
Data Integration pipelines and Data 
Quality checks

• ​It is a key step towards more centralized 
and governed data within an organization

• Highly curated reference data available 
in support of CDQ use cases & 
consumption

• Solves need for centralized, consistent, 
and operational management of 
reference data across data quality ,  
data integration & IDMC processes.

• Enhanced user experience 

Benefits
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Reference Data
The backbone of Governance & Data Quality

*Discover/Deliver 
(April 2025)
• Metadata lineage
• Glossary support
• Reference data 

discovery and 
propagation to 
consuming apps

*Lookup MDM data models and 
source-MDM crosswalk translation

Reference data as DQ 
Dictionary
• Code lists
• Crosswalks

**Augment : provide dictionary like 
metadata and capabilities for rule 
spec and parse

cloud 
marketplace

Governance and 
Catalog

Reference 360

360 Apps

Data Integration

Data Quality
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Create a Dictionary within Reference 360
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Data Observability
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Data Observability 
Introducing asset filters

• Use Case/User Statements

• Ability to have better control on assets to 
execute data observability on

Solution

• New asset filter at Data Observability step

• Separate filters available for metadata driven 
metrics:  Freshness, Volume, NULL %, etc.

• Benefits

• Data Observability steps can be schedule 
independently of Metadata scan or Profiling
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Cloud Data Access Management
What’s New – November 2025

• Controlled Unmasking –

• Introducing the ability to re-identify previously de-identified data within a CDI pipeline

• Pushdown Enforcement and Observability –

• Data Access Policy pushdown for Azure Fabric DW

• Data Filter (RLAC) Policy pushdown for Databricks

• Data Filter (RLAC) Policy pushdown for Redshift

• Display Data Access Agent Jobs within Metadata Command Center, allowing customers to better understand the outcome Pushdown policies

• Additional Features and Improvements -

• New Data Protection to apply constant value to an Integer or Decimal value

• Improved User Experience for defining Data Access Control policies and selecting an Asset Query

• Data values that are unable to be tokenized return null in CDI and CDMP (Proxy)

• Support customer defined fields in CDI mapping source with an Access Policy transformation
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Controlled Unmasking

• Controlled unmasking is the process to allow previously de-identified (masked) 
data to be re-identified (unmasked) within a CDI data pipeline according to use-
case and requirement.

• Data that has been previously consistently tokenized using an Access Policy 
transformation may be re-identified by applying an Access Policy.

• Controlled unmasking requires the customer to catalog IICS (Informatica Intelligent 
Cloud Services) metadata, this includes the CDI Mapping, Mapping Task and 
Referenced Assets.   Additionally, the customer must assign connections to the 
Referenced Assets.

• Lineage now supports the ability to trace the flow of data, including the applied 
CDAM  Data Protections.
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Catalog Assets Migrate Assets
Catalog IICS 
Metadata & 

Assets
Access Data

Catalog and classify the 
Assets to be migrated and 

accessed. [CDGC/MCC]

Migrate and apply protections to 
the assets within a Mapping.  
Execute a Mapping Task to 

capture the lineage.
[CDI]

Catalog and classify 
the migrated (and protected) 
assets and IICS Metadata.

[CDGC / MCC]

Copy and unmask the protected 
assets (with additional 

appropriate protections) for user 
consumption. CDI]

Re-Identification information

Controlled Unmasking – Step by Step
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Controlled Unmasking – Catalog of Assets
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Controlled Unmasking – Lineage of Assets
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Controlled Unmasking – Data Element Protection
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Controlled Unmasking – Results
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Pushdown Enforcement

• Continue to grow the breadth of support for additional requested data sources, 
allowing customers to standardize on IDMC and CDAM for policy enforcement

• Support Access Control policies for Azure Fabric DW

• Support Row Level Filter policies for Databricks

• Support Row Level Filter policies for Amazon Redshift
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Pushdown Observability

• Allow customers to better understand the actual status of Pushdown actions and 
events.

• Have my policies been enacted successfully?  Where there any system or data 
source errors preventing such actions and blocking user access?

• Adding to the existing Data Access Sync Job, CDAM now writes Data Access Agent 
Job and tasks for the action taken because of Data Access Synch job.
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Data Protection – Constant Value

• Support customer requirements to anonymize integer and decimal values 
with a constant value

• Salary, Rate, Geo-Location and other data is deemed sensitive and protected, 
previously such data could only be redacted with null, often breaking 
downstream applications and systems
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Data Access Controls – Asset Query

• Address usability feedback, allowing the Data Access Owner improved control and 
direction when creating policies

• When creating a Data Access Control or Data Filter policy for pushdown, it is no 
longer required to define an Asset Query filter

• When creating a Data Access Control or Data Filter policy for pushdown, the 
default permission is Read
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Data Protection – Tokenization

• Address customer feedback, allowing for uninterrupted operations and data 
pipelines when an error occurs applying a data protection

• Previously, if a data protection of Constant Tokenization could not be applied, the 
record was redacted with Null

• Currently, if a data protection cannot be applied, only the specific value is redacted 
with Null

• The Mapping Designer has the option to abort the mapping execution if an error 
occurs applying any Data Access Management policy and protection
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Data Protection

Data to be protected

Data preview with an Access Policy Transformation
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Data Integration – Access Policy Transformation

• Address customer requirements to allow custom source queries that append data 
columns and yet require CDAM delivered data protections

• Examples include Row_Number and Current_Date that are included in the select 
query statement for the source asset

• Previously, the execution of the mapping would error as CDAM Access Control 
Transformation did not expect nor understand how to handle such data

• Currently, if the added fields follow the prescribed naming convention, they may be 
added to the source query and passed thru the Access Policy Transformation
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Sr. Director, Product Management
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Cloud Data Marketplace 
What’s New – November 2025

• Marketplace Content Update APIs on the API Gateway

• Additional Marketplace customization enhancements 

• Marketplace data product publication on CDGC Quicklook client

• “Free Text” Widget added to Marketplace Layouts customization library

• Marketplace application performance optimization

• Other usability enhancements
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Feature Highlights

• Customers can bootstrap their Marketplace 
data product inventories via APIs without 
needing to use CAI as the caller

• New API endpoints offer Create, Update, 
Delete actions for consumer-facing 
Marketplace objects

• Removes necessity to learn CAI unless 
required in addition to this 

Benefits

Marketplace Content APIs on Platform Gateway 

• PUT APIs added to Metadata Platform Gateway 
for Marketplace content 

• Additional way to use APIs without requiring a 
CAI project client

• More generous API contract for easier 
transaction throughput

2025.11.M
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Feature Highlights

• Provides direct communication to distributed 
consumers in a context-relevant way

• Immediate access to contextual resources 
(e.g. training, enablement, licensing, etc.) 
needed to make data consumers more 
productive with their data products

Benefits

Layout Customization – “Free Text” Widget 

• Add open messages to Marketplace users 
relevant to their needs

• Add multiple messages in any given layout

• Role- and group-targeted customization of 
contextual messaging 

2025.11.M
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Feature Highlights

• Use local Quicklook client to get access to 
related data products, based on data asset or 
element lookup

• End-users get deep-link access to relevant 
data products for ease of ordering and 
access. 

Benefits

Marketplace Data Products on Quicklook

• See related Data Products for Data Assets 
and Elements returned in the Quicklook
client search

• See publication status on Data Assets

• Click-thru to view and order data products 

2025.11.M
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Thank You

What’s New in Cloud Data Marketplace – November 2025


